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SECURITY 
 

‘We place individuals at risk when we treat their data carelessly.’ 

Trish Haines 
Chief Executive, Worcestershire County Council 

 

 

It is every individual’s responsibility to ensure t hat they keep data and 
information safe and secure.  It is critical that y ou read, understand and 
adhere to the security policies and directives of W orcestershire County 
Council. 
 
We take our responsibility seriously, so must you! 
 

‘Failure to secure data is the greatest threat that we face in the Information 

Technology arena.’ 

Alan Woolliscroft 
Head of Information & Business Systems
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1.1.  Background 

This Strategy is intended to provide a ‘big picture’ view of the approach taken by 

Worcestershire County Council (WCC) to Information Management (IM) and the 

use of Information and Communications Technology (ICT) over the 3-year period.  

Three years is chosen as a meaningful duration over which there is a realistic 

expectation of predicting requirements and deliverables.  The joint owners of this 

Strategy are Corporate Services’ IBS and Adult and Community Services’ Record 

Office. 

 

The Strategy provides a basis for the harmonised development and support of 

information management, ICT services and infrastructure in supporting the aims, 

objectives and obligations of WCC.  A strategy for the whole of WCC, it concerns 

the work of all staff, excluding schools, providing:  

·  a sense of direction in the fields of IM and ICT  

·  an anchor on which to base IM and ICT decisions 

·  accountability for decisions made 

·  a plan of action for development. 

 

There can be a great deal of confusion between IM, ICT and their relationship.  

Both functions are important and the two are inextricably linked, making a joint 

Strategy the obvious way forward.  IM is concerned with the actual meaningful 

content that an organisation owns; it is a term used to describe how an 

organisation plans, collects, organises, uses, controls, disseminates, shares, 

preserves and disposes of its information.  Organisations that manage 

information effectively ensure that the value of the information is identified and 

exploited to the fullest extent.   

 

The Corporate Information Management Unit (CIMU), which forms part of the 

Record Office, is the central resource for information management advice and 

guidance at WCC.  Through offering professional advice on the creation and 

maintenance of filing schemes, on the disposal of records and all matters relating 

to the care and storage of WCC records, both paper and electronic, effective 

records management is at the core of CIMU’s priorities.  ICT structures aid 

information management by facilitating the key IM processes; they help with the 

dissemination and security of information.  The achievement of WCC’s priority 

1.  INTRODUCTION 
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objectives and the effectiveness of the services it provides depend in part on the 

structure and management of its information.   

 

Perhaps the greatest enhancement in ICT over the past ten years has been the 

improvement and reduced costs of communication links, and the growth of the 

Internet.  Ironically, these are also the two areas that provide the greatest risk to 

the provision of a reliable ICT service. 

 

WCC, excluding schools, operates over 4,500 computers.  At one time or another 

every one of these machines is on a common data network infrastructure.  Any 

one of those 4500+ computers could bring the whole ICT provision to a grinding 

halt if a virus contaminated it.  The worst-case scenario is that over 4,500 people 

would not be able to work, and that current and historic data could be lost forever. 

 

It is therefore critical that all WCC computers are supported by IBS and that all 

WCC employed ICT support staff are professionally1 managed by IBS.  All third-

party provided computer applications should be account managed by IBS. (See 

Appendix 8) 

 

1.2.  Structure of the Strategy 

This document first sets the Strategy in context and demonstrates the ways in 

which IM and ICT are supporting corporate initiatives now and in the future.  It 

goes on to include other projects under development and to explain the 

arrangements for corporate management of IM and ICT. 

 

The Strategy has been developed by a corporate working group and is based on 

a set of corporate principles, policies and directives; it is not intended to provide 

detailed analysis or business case arguments for programmes of work, but gives 

a whole organisation perspective in which it is possible for the ‘non specialist’ to 

have a sound grasp of its purpose and direction.  The Corporate Information and 

Systems Management Group (CISMG) will conduct the overall management of 

this Strategy. 

 

                                                 
1 The term ‘professionally’ managed in this context refers to the formal management of all 
aspects relating to ICT.  In certain circumstances an area other than IBS may manage the 
day-to-day business activities.  Even in these cases the ICT aspects of the job would be 
managed by IBS. 
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1.3  Security 

Security will always be an overriding concern for the implementation and use of 

any IM and ICT system.  WCC has detailed security policies and processes in 

place, these are referenced in Appendix 4.  All users of WCC IM/ICT systems 

need to be aware that they must adhere to all security measures. 

 

Authority 

All relevant IM and ICT policy and advice documents  are listed in the 

appendices, the publication of this strategy confir ms that all the policies 

are approved by COMB and that the adherence to them  by all staff is a 

requirement.   
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2.1.  National Context 

This Strategy supports a number of key initiatives instigated by the Government, 

including: 

·  supporting the achievement of national Transformational Government 

aspirations (Appendix 1), resulting in more efficient services that are 

easier to access 

·  the need to deliver greater efficiency savings (Gershon) 

·  Best Value and Modernisation, including inspections and assessments 

·  Community Strategy and Local Strategic Partnerships 

 

2.2.  Local Context 

The Strategy supports WCC’s Corporate Plan, designed to assist the delivery of 

WCC’s local priorities including supporting areas for improvement that have been 

identified and prioritised as WCC’s main objectives to be delivered over the next 

few years.  In particular, this Strategy will assist in the delivery of the corporate 

initiatives explained in detail in Section 3, which all help to deliver the Corporate 

Plan.  Importantly, the Strategy also rests on a set of golden rules and values; 

these are included at Appendix 2. 

 

2.3.  Legal Obligations 

Large organisations such as WCC are subject to over one hundred statutes that 

are either ICT-specific or ICT-related.  The executive body (COMB) is responsible 

for ensuring that these statutes are adhered to.  The Head of IBS therefore 

requires that all ICT policies and directives are made known to staff on a regular 

basis, and that all staff adhere to them. 

 

New and updated legislation in the last few years has placed new IM obligations 

on WCC. The most significant of these are the changes to Data Protection (DP) 

law, which came into effect in March 2000 extending the right to access manual 

as well as electronic information, and Freedom of Information (FOI) legislation in 

2005 giving new rights of access to all recorded information.  These regulations 

require WCC to find and provide information within given timescales, to make 

information more accessible and to guard people’s rights.  Good information 

management is crucial to meeting these obligations.   

2.  SETTING THE CONTEXT 
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The Records and Information Services Manager (Record Office) requires that the 

procedures for compliance with DP and FoI, agreed by CISMG, are strictly 

adhered to at all times. 

 

2.4.  Legislation Surrounding IM and ICT Compliance   

Relevant legislation is included at Appendix 3; it is not meant to be an exhaustive 

list but rather an indication of the key legislation surrounding IM and ICT 

compliance. 

 

The following web pages on the Intranet provide further advice and guidance on 

IM and ICT functions, associated policies and procedures: 

IM    htttp://128.1.222.5:8081/sid/acs-index/acs-ccc/acs-cul-cimu-infomanmt.htm 

ICT   http://128.1.222.5:8081/sid/cs-ibs-index 
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The following foci support the overarching purpose of this Strategy, which is to 

support WCC’s Corporate Plan.  The mechanisms used for supporting the plan 

are not always self-evident and in fact, quite frequently, are of a rather generic 

nature.   

 
3.1.  Property Management   

A key driver for development in IM and ICT is the support of WCC’s 

accommodation strategy to reduce office storage requirements and make better 

use of the space available.  Staff and office accommodation will continue to be 

critical resource areas for the organisation.  Consolidation of office utilisation and 

a more efficient management of records around County Hall and the new 

Wildwood complex will provide flexible working facilities both in terms of IM and 

ICT / telephony services.   

 

Units subject to accommodation moves have substantially increased the usage of 

CIMU storage facilities and services for their semi-current and closed files, as 

filing space in new offices becomes more restricted and limited.  With these 

pressures on space there has been a growing demand across WCC for 

alternative means of dealing with paper records. This means that both onsite in 

County Hall and in the commercial offside storage company used by CIMU, 

boxed storage has expanded greatly over the past few years. 

 

The increased availability and affordability of scanners has meant that this is 

often seen as the easy option.  CIMU has produced a Scanning Standard and 

Toolkit ((available on the Intranet)), which provides guidance on how to pursue 

scanning projects in anticipation of linking with an Electronic Content 

Management (ECM) system in the future.  The Standard aims to ensure that 

records are being scanned to the appropriate standards across the whole of 

WCC and that they meet all appropriate legal admissibility requirements.   

 

Over the next 3 years CIMU will: 

·  continue to provide fast, efficient and effective storage and retrieval for 

paper records 

·  provide electronic storage advice and solutions for records, both for 

immediate needs as well as longer-term storage. 

3.  SUPPORTING CORPORATE INITIATIVES 
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3.2.  Flexible and Mobile Working  

We are committed to aiding the work / life balance of staff and improving 

efficiency by providing staff with the greatest possible flexibility in their working 

environment, whether their work is carried out in the office or at home (strategy at 

Appendix 5).  We will be making information easily accessible through:  

·  improving the facility for remote working 

·  looking at the increased use of hand held / laptop devices.   

·  promoting the identification of paper records that could be converted 

and held in electronic format  

·  ensuring all records across the council are held as much as possible in 

shared network drives and filing schemes 

·  the implementation of an ECM system to automate and improve 

document and records management 

 

Although a dedicated remote access service (RAS) for remote workers will 

continue to be available, the new emphasis will be on accessing services through 

the Internet.  There are currently over 600 staff who have been provided with 

VPN (dedicated remote network connection), and there are even more using our 

Outlook Web Access facility for home working.  The only way to service this need 

in a cost-effective way is via the Internet.   The current approach is to: 

·  focus on providing staff with the ability to work from any location, and 

from changing locations. 

·  be providing Internet access to all major services. 

·  we will also remove the need to have to use a WCC modem/router by 

the end of 2008/9 business year. 

·  we have established the ability for a non-WCC computer to connect to 

our corporate network safely. 

 

Flexibility will be increased further as the potential for rolling out the IM practices 

above at other locations, including Wildwood and Bridgewater House, gain 

momentum. 

 

3.3.  The Development of Shared Services 

WCC is currently working with many partners to help deliver a transparent service 

to the citizen, enabling a corporate and partnership approach to information use, 
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exchange and dissemination and also to improve efficiencies between suppliers 

and clients.  There are a number of major partnership activities taking place 

which include: 

·  Government Connect 

DWP 

Health 

Districts 

Public Sector Groups in General 

·  The Worcestershire Hub: 

District councils 

Hewlett Packard and Deloitte 

Evesham Town Council 

West Mercia Police  

·  Electronic Social Care Records: 

Worcestershire NHS 

District councils 

DWP 

·  WCC and Wolverhampton PFI 

Wolverhampton City Council 

·  Single Assessment and the Personalisation Agenda 

Worcestershire NHS family 

District Councils 

Voluntary Sector 

·  Supporting People 

District Councils 

Voluntary Sector 

·  Integrated Care Record 

Hereford & Worcestershire NHS family 

·  IRT & Integrated Children’s System 

All professional agencies involved in young people at risk 

 

3.4.  Information Sharing  

Sharing personal data is a key element of the national agenda for public services 

improvement, to protect vulnerable children and adults, and to deliver efficient 

services to the wider public. 
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Whenever personal data is collected and shared, the rights and freedoms of 

individuals must be respected.  In order to set a clearly defined framework within 

which personal data can be shared fairly and lawfully between public sector 

agencies in Worcestershire, or even between distinct parts of WCC itself, the 

Record Office has produced a Toolkit for developing Information Sharing 

Protocols that is part of the Standard for Sharing Personal Data (Appendix 6); a 

robust framework for the legal, secure and appropriate sharing of personal data, 

ensuring that we comply with all legal, statutory, regulatory and contractual 

requirements for information processing both within WCC and outside.   

·  Over the 3 year period, this Standard and Toolkit will be launched and 

used with partner agencies. 

   

3.5.  Improving Access to Services  

The continuing work to provide transparent and easily accessible services to the 

citizen remains at the very heart of all that we do.  Three channels of access to 

services form a major area of ICT focus: 

�  contact centres will improve face to face contact 

�  improved telephony through contact centres will provide local 

government contact for those unable to get to contact centres 

�  the Worcestershire Hub portal will provide information and self-help 

access and transactional facilities for those with Internet access. 

 

Seven service centres and a Hub portal will form the basis of achieving 80% 

problem resolution at the first point of contact.  Our consortium partners, Deloitte 

and Hewlett Packard, will work with us on our ten-year programme to improve our 

service delivery.  Our problem resolution success rate will be measured through 

use of our customer relationship management system. 

 

We provide access to learning opportunities for all, particularly through the 

EduLink site, which will continue to be developed: 

·  the major PFI project with Wolverhampton City Council will be 

completed 

·  the County Intranet site will also continue to develop its self-help 

facilities through online manuals and teaching materials. 

 

Significant work is to be undertaken on the public website to provide opportunities 
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for the residents and business users of Worcestershire to give their views on 

Worcestershire County Council’s service delivery.  Worcestershire County 

Council’s website has now been classified as a fully transactional site by the 

Society of IT Managers (SOCITM). 

 

One of the main drivers for IM development is ensuring long-term and sometimes 

permanent accessibility to not only corporate information but also to our archive 

collections via the protection and preservation of information. This will enable 

members from around the world to access our information via the Internet.  

·  We are exploring digitisation as the means to achieving this and over 

the 3 year period the Record Office will be promoting its digitisation 

service to a wider audience and will be updating its Digitisation Strategy 

to reflect new priorities. 

·  We are also striving to widen access to information about Record Office 

collections through the implementation of the CALM archive catalogue 

being made available online. 

 

3.6.  Improve Information Management and Reduce Pap er Usage  

Everyone in WCC needs to be practicing effective records management and 

must comply with legislation including the Data Protection Act 1998 (DP) and the 

Freedom of Information Act 2000 (FoI).  To this end, Information Access Co-

ordinators (IACs) have been identified within each Directorate to ensure we are 

acting fairly, consistently and appropriately.  

 

Staff have been identified for each teams or sections to carry out the operational 

role of records management – these are known as Records Management Liaison 

Officers (RMLOs).  Units currently not using CIMU for file storage are still able to 

use CIMU as sources of records management advice, best practice and 

procedures, and RMLOs are the main key contact point.  Therefore IACs and 

RMLOs are fundamental in ensuring best practice is implemented at the grass-

roots level and their ongoing support, training and development are priority 

functions for CIMU staff. 

 

Following on from the success of the Making Information Manageable project, 

CIMU has been embedding principles to improve information management 
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culture and practice across Directorates and in streamlining IM infrastructure.  

This includes: 

·  gaining commitment across Directorates and the Districts to a set of IM 

golden rules (available on the Intranet) 

·  the development of a corporate file plan providing organisational 

flexibility in responding to structure changes whilst keeping the 

corporate memory intact 

·  the completion of information audits for WCC 

·  the development of a corporate disposal schedule (available on the 

Intranet) linked to the file plan, that will ensure we destroy what we don’t 

need to keep, preserve records for future generations and document 

what should be kept for legal or business reasons. 

·  ‘Clear Out Days’ and ‘Clear Desk’ best practice across WCC, raising 

awareness about managing information and generating additional 

space savings 

·  introduced a standard wording for all “Out of Office” messages to 

ensure compliance with Data Protection and Freedom of Information 

guidelines 

·  comprehensive best practice guidelines including advice on naming 

conventions and the management of emails (available on the Intranet). 

·  information audits for a number of District Councils, in preparation for 

further IM work. 

 

As the MIM project is now at an end, the responsibility for maintaining standards 

and developing improvements has been handed over to ‘business as usual’ areas 

of WCC.   The CIO Group and CISM will have a part to play in developing and 

maintaining standards.  

·  CIMU will be expanding the use of the first ECM solution within its own 

Unit, contributing to efficiency, protection of our natural environment 

and improved access to corporate information.  

 

3.7.  Information Security 

Owing to the increasing usage of the Internet for business and the increasing 

demand for electronic networking between WCC and third parties, it is essential 

to have a common reference document for information security management.  

Scanning to legally admissible standards according to BIP0008 also requires 
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there to be an Information Security policy in place, so it is vital that this area is 

addressed.  In 2007, a working group representing CISM and IBS: 

·  established assurance levels for all users of our information systems 

infrastructure through policy, best practice and standard operating 

procedures and technology. 

·  Ensured that all laptops are now provided with encryption facilities, 

though staff are directed to avoid holding personal data on laptops,. 

·  Aimed, by March 2009, to ensure that all USB devices that contain 

sensitive data will be encrypted. 

 

3.8.  Harnessing Technology 

The intention is not to be technology-driven but for our ICT investment over the 

next three years to support the diversity of activities.  The technology needs to 

ensure that an appropriate infrastructure is in place to support the business 

processes.  To that end the technology focus will provide: 

·  Capital investment to provide a four to five year PC replacement cycle.  

The desktop system is at the very heart of all of our ICT activities.  The 

investment strategy allocates £800,000 per year for this process. 

·  Robust business continuity management, especially in relation to the 

provision of services to partners. 

·  Capital investment in an improved storage area network.  This builds 

upon the improved backup system that was established during the 

previous financial year. 

·  CRM system established through the Worcestershire Hub programme. 

·  IPCC telephony system for service centres utilises the corporate  data 

network. 

·  ECM system starting in CIMU. 

·  Implementing a ‘Sharepoint’ environment will provide an infrastructure 

within which robust partnership information sharing can take place. 
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The following projects, which are under varying stages of development, support 

further areas of Directorate work. 

 

4.1.  Wireless working   

Worcestershire County Council is committed to maximising the flexibilities of 

wireless technology where appropriate.  The bulk of the initial work will focus on 

the County Hall campus, but will also be rolled out to other locations during the 

period covered by this strategy document.  See Appendix 7. 

 

4.2.  Internet/Intranet Development  

Our aim is to provide all information and transactional requirements over the 

Web.  We will develop the Intranet to be the first choice of information provision 

for our staff.  The various Internet sites will be the kernel of our e-government 

provision, supporting officers in the delivery of services and citizens in accessing 

services.  During the next three years the establishment of the Hub Portal will be 

the flagship development in Internet service provision.  Success and 

effectiveness will be measured through Web measurement tools, citizen and staff 

consultation groups, and service integration. 

 

4.3.  Communications and the Corporate Network  

The continuing rollout of the enhanced data network will continue.  Bandwidth will 

have improved at least forty fold over the previous infrastructure.  All remote 

offices will have access to the corporate network.  All staff with computers will 

have access to the Intranet.  Schools and libraries will also be brought into the 

new regime, which after capital start-up costs will show significant revenue 

savings. 

 

4.4.  Business Process Re-engineering  

We will be continuing to assess where BPR can benefit organisational processes.  

In particular there will be a programme of work to establish efficient and cost 

effective ways that back office services can integrate with the evolving 

Worcestershire Hub facilities. 

 

4.  FURTHER PROJECTS UNDER DEVELOPMENT TO SUPPORT 

DIRECTORATES 
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4.5.  E-procurement    

Financial Services have a stream of work to provide on-line payment and 

purchase facilities.  The facility was established in 2006 and work is continuing to 

enhance the service. 

 

4.6.  Regional Broadband Network/Government Connect  

The West Midlands Regional Network Company has now ceased operations.  

Work is ongoing to ensure that Children’s Services in particular have improved 

access to Higher Education networks and content.  The wider corporate 

organisation will look at capitalising on the business opportunities of any such the 

facility. 

Government Connect is led by DWP, and will provide secure information 

exchange for those public bodies which will subscribe to it.  This facility should be 

available from April 2009. 

 

4.7.  Members access to ICT facilities  

All members have received laptop equipment and training in order to move them 

to a position where comprehensive electronic communication and access is 

second nature.  They have access to all Internet and Intranet facilities.  Over the 

next three years access to management and democratic data will be increasingly 

accessible. 

 

From the date of the elections in 2009, councillors will be provided with an 

allowance to purchase equipment of their choice rather than be provided with a 

WCC laptop.  IBS will provide advice, guidance, and a councillor portal to support 

their use of ICT. 

 

4.8.  Disaster Recovery  

IBS will utilise the Wildwood facility to establish a disaster recovery site.  We will 

formulate and publish a disaster recovery plan by the end of December 2007.  

The disaster recovery plan will be based on a prioritised list of service 

applications being re-established at the Wildwood site.  We have also engaged 

with Bromsgrove District Council, and Wychavon District Council to provide 

reciprocal disaster recovery facilities. 

 

The Corporate Risk Management Group (CRMG) will develop its role in order to 
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ensure business continuity management (BCM) is in place across the whole 

organisation. 

 

4.9.  Corporate Systems      

The replacement HR and payroll system is now  in place.  Work will continue to 

develop facilities and utilisation of the SAP system in these areas.  It is our 

intention to provide as much technical and systems support for SAP as possible 

by making best use of in-house resources.  

 

Our Geographical Information System facility (another SAP module) will continue 

to be developed to provide a fundamental underpinning of the Worcestershire 

Hub and its CRM system.  The County Council will coordinate the activities and 

contributions of the District Councils.  GIS will also be further developed to help 

support the business developments of all directorate activities.  The GIS has now 

been upgraded to a Web based system to enable anyone to access the system 

using a Web browser. 

 

An enterprise system model will be developed across the County Council, with 

SAP at the core.  Wherever possible, SAP modules will be used to provide 

business functionality, so as to minimise data migration issues, and add value to 

the core SAP systems. 

 

Enterprise Content Management will be rolled out across the organisation.  

Where the organisation and management of content data is concerned, this will 

be the preferred route. 

 

4.10 Rationalisation of storage 

Now that the ECM system is in place and functioning well in CIMU, the longer-

term aim is to start rationalising the storage space used.  This would mean 

storing files onsite in County Hall that are requested more heavily and moving 

files offsite that are purely being stored for legislative or financial reasons and are 

therefore unlikely to be required.  Rationalisation of storage will contribute to 

efficiency savings within CIMU and across the Directorates. 

 

4.11 Review and Destruction programme 

As a result of the accommodation moves and the drive towards mobile and 
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flexible working, CIMU has seen a huge increase in boxes being stored over the 

past few years. Processing and accessioning of new boxes has been the priority 

work.   

 

Over the next two years, the focus is on a comprehensive review and destruction 

programme of boxes that are due for disposal.  Disposal in this context also 

includes records being sent for permanent preservation in the Record Office. This 

programme will create more space and avoid any litigation the Council may face 

if records are being kept for longer than their approved disposal periods. 

 

4.12 Records Storage elsewhere 

As well as the physical records being stored and managed by CIMU, there are 

also records being stored in other locations, including Bridgewater House and 

Wildwood. The aim is to liaise with these areas to ensure they are operating to 

the same processes and to ensure management of records is consistent across 

the Council. 
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Cabinet 

COMB 

Chief Information Officer Group 

DMTs 

Corporate Information & Systems Management Group Hub Programme Group 

Information and Business Systems  Corporate Information Management Unit 

 

 

 
 
 
 
 
 
 

  

 

 

 

 

 

 

(The boxes below the dotted line show the Directorate feeds into the 

process; developments can be found in Appendix 8) 

 

Although progress and development in IM and ICT is dependent upon directorate 

initiatives, it remains critical that actions are co-ordinated, authorised, and 

monitored.  To that end, the two main corporate groups that support IM and ICT 

are the routes to ensuring a joined up approach.   

 

The CIO Group will be the senior governance group for corporate information 

systems and ICT.  The group is made up of heads of service from all 

directorates, and is chaired by the Director of Corporate Services. 

(The CIO Group’s terms of reference can be found in appendix  9.) 

 

CISMG is the focus for strategic and tactical planning and monitoring.  This group 

is responsible to the Director of Corporate Services, who is responsible for 

overseeing the whole corporate approach.  New IM and ICT initiatives must gain 

the approval.   

 

5.  CORPORATE MANAGEMENT ARRANGEMENTS 

Corporate 
Services 

Children’s 
Services 

Environmental 
Services 

Financial 
Services 

Adult & 
Community 
Services 

Planning, 
Economy 
and 
Policy 



 

 Page 19 of 56   

CISMG is also responsible for the development of information policies and 

procedures within Directorates.  It ensures that agreed procedures for managing 

information are fed into corporate developments.  New initiatives in this area 

should gain the approval of CISMG. 

 

Although some projects are initiated by IBS or CIMU, most ICT or IM projects will 

originate from the Directorates.  All projects will be subject to scalable PRINCE2 

project management standards.  Smaller projects will be required to conform to 

an appropriately scaled version of the PRINCE2 project control standards.  The 

CIO Group will carry out monitoring of selected projects for the purposes of: 

�  avoiding fragmentation 

�  devolution within a corporate framework 

�  good management of corporate projects 

�  good management of risk 

�  sustaining the technology infrastructure. 

   

All IM projects, including scanning and ECM-based projects, must be submitted 

through CIMU and are again subject to either PRINCE2 methodology or the 

internal project control standards, which can be found on the Intranet under 

‘Toolkits and Info’. 

 

The organisation has directed that PRINCE2 will be employed to manage key IM 

and ICT project work.  A project management area has been established on the 

Intranet, and all project plans will be posted in order that they have visibility. 

 

5.1.  Risk Assessments 

Directorates and business units are required to produce risk registers; IBS 

produces a specific risk register for central ICT services.  FoI and ECM have 

entries in the Corporate Risk Register.  Risk assessment is also a required part of 

the PRINCE2 project methodology that WCC staff are required to work to.  IBS is 

participating in the work of the Corporate Risk Management Group. 

 

IBS will establish a disaster recovery site in the new Wildwood office 

accommodation.  A revised disaster recovery plan will be produced to 

accommodate the new arrangements.  Revised disaster recovery plan will be in 

place by December 2007. 
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5.2.  Resource Delivery 

Item Detail Expenditure 

Storage area network Increase the capacity and 

resilience of the SAN and 

backup facility 

£250,000 

PC and laptop 

replacement 

Budget currently only 

available until the end of 

budget year 2007/8 

£800,000 

Improved infrastructure 

capacity to support 

flexible working 

Provision of additional 

data points, both cabled 

and wireless. 

£250,000 

 

5.3.  Staff Training 

This section covers IBS and IM staff skills and the training and support of other 

WCC staff. 

 

IBS Staff 

IBS Training has achieved Gold accreditation with the Institute of IT Training for 

the second year. The IITT establish and monitor benchmarks of excellence 

against which training departments can be measured. Gold accreditation with the 

Institute confirms that high quality effective IT training is being delivered, 

contributing to the efficiency and effectiveness of the organisation. 

 

IBS Training also underwent an audit with The British Computer Society and 

achieved an ‘A’ grade pass  'which reflects that the Test Centre provides an 

excellent service and meets the requirements of the ECDL Quality Assurance 

system' (grades from A - E). A number of candidates were chosen at random by 

the auditor to be interviewed and those interviewed all commented on the 

excellent training provided by the ECDL staff. The auditor's final comment was 

that we are 'a well organised centre with additional backup procedures in place 

that ensured an efficiently run system'. 

 

IBS actively works to encourage retention of staff.  There is now a sufficiently 

broad base of expertise to be able to deal with the normal flow of ICT staff in and 

out of the organization.  IBS has been fortunate in being able to attract 
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replacement staff when required.  There is no suggestion currently of an ICT 

knowledge supply shortfall. 

 

ICT Training of Other Staff 

The European Computer Driving Licence (known as ECDL) was adopted by WCC 

as the benchmark for basic IT skills in January 2003.  It is a professionally 

recognised qualification covering the key concepts of computing and enables 

staff to demonstrate their competence in computer skills. It is broken down into 7 

modules and you need to pass an examination in each module to achieve the full 

accreditation. The ECDL is based on a single agreed syllabus and therefore 

achieves a common standard. The implementation of the ECDL will encourage a 

general improvement in the basic knowledge and a higher level of competence in 

computing skills. 

 

IM Staff 

The IM establishment in the Record Office is a mixture of professional and non-

professional staff, with experience, skills, knowledge and appropriate 

qualifications in Records Management, Electronic Records Management, 

Information Law, Archives Acquisition and Management.  All staff keep abreast of 

developments through the Records Management Society and the Society of 

Archivists via bulletins, updates and training courses, and also through 

networking with the County and West Midlands Information Management Groups. 

 

IM Training of Other Staff 

There are currently a number of structured training sessions available for WCC 

staff, namely: 

·  Secrets, Files and Videotape (SFV); understanding DP and FoI 

·  SFV for Social Care  

·  ongoing support and training of the IACs and RMLOs  

·  training for Members is also available. 

 

Information Management is also covered in brief in a number of other corporate 

training courses, including: 

·  Managing Yourself and your Time 

·  Success Skills for Admin & Clerical Staff 

·  Concise and Accurate Minutes 
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Discussion is taking place at CISMG to introduce best practice guidelines and IM 

principles as part of the induction training for new employees. 
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CIMU has instigated a complete review of recharges and introduced a Service 

Level Agreement, which went live in April 2008. This will be reviewed and revised 

annually. 

 

The In-house ICT support function (IBS) has been collating performance data for 

some time and has shown a steady improvement in terms of its SLA performance 

benchmarks.  At the time of the 1999 Best Value review user satisfaction levels 

were around the 40% mark.  They are now in excess of 80%.  Increased 

investment in support has provided a more robust support framework.  Since April 

2004 there has been a revised desktop SLA and all other areas of ICT support 

now operate within an SLA arena. 

 

6.1.  Websites 

Worcestershire County Council now has a fully transactional website.  Our 

website is identified as a ‘transactional’ website by SOCITM’s 2007 Better 

Connected assessment.  We will for the next 2 years be supporting both the Hub 

Portal and the Worcestershire.gov site.  However the intention by 2008 is to have 

moved to the Hub Portal and to have closed down Worcestershire.gov. 

 

6.2.  One Council approach to ICT: Adhering to Corporate ICT standards. 

WCC will continue to adopt a strong approach to standards within the ICT arena.  

We will continue to exert central control over all ICT infrastructure related issues.  

In order to prevent unauthorised access, virus attack, performance degradation, 

and quality of service only authorised staff will have access to sensitive areas, 

data, applications, and locations. 

 

6.3.  Telephony   

In line with our developments on the Worcestershire Hub and the Wildwood 

accommodation programme of work we shall be looking to establish more flexible 

telephony facilities. 

 

Worcestershire Hub has deployed an IPCC (data based) telephony solution for its 

contact centres.  This has provided load sharing and call logging facilities.  The 

Wildwood office provides ‘follow me phones’ in order to allow greater flexibility of 

6.  PERFORMANCE MANAGEMENT  
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desk usage.  Staff will be able to locate at any desk but will be able to use their 

own telephone number. 

 

6.4.  Performance Data 

Information and Business Systems produce a number of performance measures 

by which it is possible to see the comparative performance and service 

improvement over a period of time.  The PIs shown below are for the month of 

February 2007: 

SUPPORT ACS ChS CS ENS FS PEP TOTALS 
Logged 1,821 1,644 687 647 110 212 5,121 
Closed 1,884 1,707 713 709 112 232 5,357 
Outstanding 131 108 98 67 12 6 422 
Responded 
Within SLA 

94% 93% 89% 87% 89% 92% 92% 

Resolved 
Within SLA 

95% 97% 91% 94% 91% 91% 95% 

 

56% of calls logged via x6789 were resolved immediatel y  

Average wait time was 26 Seconds  
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The following checklist is intended to provide a concise list of the key ICT and IM 

directives.  They are intended to be the ‘must do/must not do’ essential list. 

 
Activity Directive SID Ref. 
Security You must not disclose your ID and 

password to anyone.  It may be 
necessary to disclose your password 
to IBS for support reasons. IBS will 
never ask for your user ID and 
password electronically. 

http://128.1.222.5:8081/sid/
cs-ibs-index/cs-ibs-
policy.htm 

 All data must be kept secure at all 
times. 
When leaving your desk you must 
either logout or lock your workstation. 

http://128.1.222.5:8081/sid/
cs-ibs-index/cs-ibs-
policy.htm 

 All security doors must always be 
secured after use.  Staff must wait 
ensure that automatic doors have 
closed after use in order to prevent 
‘tailgating’. 

http://128.1.222.5:8081/sid/
cs-ibs-index/cs-ibs-
policy.htm 

Laptops and 
other portable 
devices 

Laptops, XDAs and all other portable 
devices must be kept secure at all 
times.  Password protection and 
encryption  must be in place.  Copies 
of databases containing personal data 
must never be copied to portable 
devices.  
 
USB memory sticks when used must 
only contain work related data, and 
regularly checked for viruses.  They 
must never be used to store personal 
data, subject to the Data Protection 
Act. 

http://128.1.222.5:8081/sid/
cs-ibs-index/cs-ibs-
policy.htm 

 All users responsible for laptops MUST 
connect to the Internet or the corporate 
network at least once a month. 

 

E-Mail/Internet Mailings to large groups of people are 
only allowed for communications 
where the majority of the organisation 
is likely to benefit.  When it is work 
related, appropriate management 
permission must be sought.  When it is 
none work related permission of the 
Head of IBS must be sought. 

http://128.1.222.5:8081/sid/
cs-ibs-internet-and-email-
policy.pdf 

 The forwarding of an e-mail to a third 
party when the ‘confidential’ flag is set 
requires the consent of the sender. 

http://128.1.222.5:8081/sid/
cs-ibs-internet-and-email-
policy.pdf 

 Private use of e-mail and Internet is 
only to be used  when you are signed 
out. 

http://128.1.222.5:8081/sid/
cs-ibs-internet-and-email-
policy.pdf 

 You must familiarise yourself with the http://128.1.222.5:8081/sid/

7.  CHECKLIST OF ICT AND IM DIRECTIVES  
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Internet & Email policy for all users 
and sign the acceptable use policy 
before using email or the Internet. You 
must not visit unacceptable sites 
(pornography, gambling, illegal 
activities etc). 

cs-ibs-internet-and-email-
policy.pdf 

Electronic  
Calendar  

The use of this facility is compulsory 
for all staff who use a WCC computer, 
and the calendar should be visible to 
other users. 

http://128.1.222.5:8081/sid/
cs-ibs-index/cs-ibs-
policy.htm 

Out of Office 
Assistant 

Out of Office Assistant must be used 
when you are away from the office for 
more than one day 

http://128.1.222.5:8081/sid/
cs-ibs-index/cs-ibs-
policy.htm 

 All staff must use the approved 
wording on their email Out of Office 
message, including a statement on 
contacts for requests under Freedom 
of Information and Data Protection. 

http://128.1.222.5:8081/sid/
cs-ibs-training-information-
sheets-ooa.pdf 

ICT Equipment All ICT equipment must be ordered by 
IBS. 

http://128.1.222.5:8081/sid/
cs-ibs-print-peripherals-list-
customers.pdf 

ICT Services When negotiating or investigating ICT 
systems, IBS must be involved at the 
start of any project or work plan.  

http://128.1.222.5:8081/sid/
cs-ibs-index/cs-ibs-
policy.htm 

Projects with an 
ICT element 

IBS must be involved at the start . 
 

http://128.1.222.5:8081/sid/
cs-ibs-index/cs-ibs-
policy.htm 

Project 
Management 

All projects must conform to either the 
internal small project control 
standards, or follow the PRINCE2 
process.  

http://128.1.222.5:8081/sid/
cs-ibs-index/cs-ibs-
policy.htm 

Induction All staff must undergo the ICT 
induction course within one month of 
starting their employment. 
 

http://128.1.222.5:8081/sid/
cs-ibs-index/cs-ibs-
policy.htm 

 Any new members of staff must meet 
the Records Management Liaison 
Officer, designated Corporate 
Information Management Unit staff 
member and must have been shown 
how to use team file plan and general 
principles e.g. Standard Naming 
Conventions as part of induction. 

http://128.1.222.5:8081/sid/
acs-index/acs-cul-
index/acs-cul-mru-
index/acs-cul-mru-
contacts.htm 
 

PC Allocation An individual may only have one 
computer assigned to them.  It will not 
be possible to have a desktop PC AND 
a laptop. 

http://128.1.222.5:8081/sid/
cs-ibs-index/cs-ibs-
policy.htm 

Printers Personal printers will only be provided 
where a business case can be made to 
support it and agreed by the Head of 
IBS. 

http://128.1.222.5:8081/sid/
cs-ibs-index/cs-ibs-
policy.htm 

Remote 
working 

VPN must never be used with non 
WCC computer and modems/routers 

http://128.1.222.5:8081/sid/
cs-ibs-index/cs-ibs-
advice.htm 

 WCC computers and equipment is for 
the sole use of WCC staff and other 
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authorized users.  Remote workers 
must never allow equipment to be 
used by others. 

IAG (Intelligent 
Application 
Gateway) 

Allows remote broadband Internet 
connection to the corporate network 
and provides access to WCC ICT 
systems by non-WCC computers 

 

Fileplan Any new team set up must contact the 
Corporate Information Management 
Unit re setting up a new shared 
fileplan. 

http://128.1.222.5:8081/sid/
acs-cultural-cimu-
filingscheme 

Scanning Any scanning projects must come 
through the Information Continuity 
Manager in the Corporate Information 
Management Unit 

http://128.1.222.5:8081/sid/
acs-index/acs-cul-
index/acs-cul-mru-
index/acs-cul-mru-
mimphase2-index/acs-cul-
mru-scanning.htm 
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APPENDIX 1 

 

Transformational Government 

The Government published Transformational Government, Enabled by 

Technology in November 2005. This strategy set out a vision for 21st century 

government, requiring three key transformations: 

 

1. “Services enabled by IT must be designed around the citizen or business, 

not the provider, and provided through modern, co-coordinated delivery 

channels.” 

2. “Government must move to a shared services culture – in the front-office, 

in the back office, in information and in infrastructure – and release 

efficiencies by standardisation, simplification and sharing.” 

3. “There must be broadening and deepening of government’s 

professionalism in terms of the planning, delivery, management, skills and 

governance of IT enabled change.” 

 

The County Council alone cannot achieve true integration.  In order to provide 

“joined-up” services, the County Council will work with other Organisations.  This 

will build on the Worcestershire Partnership and areas of current joined up 

working. 
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APPENDIX 2 

 

Information Management Golden Rules 

 

Take ownership of your data and ensure it is created and stored correctly 

 

Adopt regular house keeping of your information 

 

Know your fileplan and use it 

 

Everybody is responsible for information security 

 

Capture and store information once and share as required 

 

Agree and use standard and local naming conventions 

 

Review and manage your information in line with the disposal schedule 

 

Ensure you know and support your RMLO  

 

ICT Values/Key Principles 

Using ICT to improve citizen access to services and the delivery of those services 

to the citizen and to improve and support members of staff in the fulfilment of 

their duties: 

·  Improving service to the citizen is the number one driver 

·  To use ICT as an enabler for transformational government 

·  ICT investment to be driven by business need 

·  Provision of flexible and mobile working capability 

·  Proper corporate and directorate management of ICT 

·  Performance management is essential to service improvement 
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·  One council approach to ICT, and therefore avoiding duplication and 

fragmentation 

·  Best value mixed economy of in-house provision on third party provision 

where appropriate 

·  Partnership working with private and public sector to improve service delivery 

·  Risk assessment and change control procedures form crucial parts of our 

approach to project and programme management 

·  Security will always be a potential showstopper, which must always be 

accommodated in any activity 

·  Community involvement at as many stages of project and programme 

development is a requirement 
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APPENDIX 3 

 

Legislation Surrounding IM and IT Compliance  

·  Copyright, Designs and Patents Act 1988 

·  Copyright, etc, and Trade Marks (Offences and Enforcement) Act 2002 

·  Trade Marks Act 1994 

·  Human Rights Act 1998 

·  Computer Misuse Act 1990 

·  Data Protections Act 1998 

·  Freedom on Information Act 2003 

·  Environment Information Regulations 2004 

·  Regulation of Investigatory Powers Act 2000 

·  The Telecommunications (Lawful Business Practice) (Interception of 

Communications) Regulations 2000 

·  Public Interest Disclosure Act 1998 (“Whistleblowers Act”) 

·  Defamation Act 1996 

·  Obscene Publications Act 1959 (and 1964) 

·  Protection of Children Act 1978 

·  Disability Discrimination Act 1995 

·  The Consumer Protection (Distance Selling) Regulations 2000 

·  The Copyright and Related Rights Regulations 2003 

·  The Copyright and Rights in Databases Regulations 1997 

·  EU Directive on the Enforcement of Intellectual Property Rights 

·  Waste Electric and Electronic Equipment Directive (“WEEE”) 

·  Privacy and Electronic Communications (EC Directive) Regulations 2003 

(European Directive 2002/58/EC)) 

·  Electronic Commerce (EC Directive) Regulations 2002 (“E-Commerce 

Directive) 
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APPENDIX 4 

 

Security Policy, Directives, and Guidance 
 
Information security policy  
 
Network and Workstation security policy. 
 
Internet and e-mail policy 
 
Virus protection policy 
 
Broadband at home policy 
 
Security, care and use of your mobile devices 
 
Removable media good practice guidance 
 
Password protection: A guide to good practice  
 
Use of data agreement 
 
Administrator Access to a WCC computer 
 
3rd Party Access Agreement 
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APPENDIX 5 

Flexible and Mobile Working Strategy 

 
The Background 
 
There continues to be increasing pressure on the County Council to be efficient 
and cost effective, whilst providing excellent services.  The council tax payer is no 
longer willing to pay above inflation increases in council tax.  There is continuing 
pressure on individual members of staff in terms of work/life balance.  The 
problems of traffic congestion and restricted parking continue to get worse 
throughout the County. 
 
Set against this are the significant improvements in IT and communications 
technologies.  Capability is being driven up and costs are being driven down. .  
 
Within most directorates there is a greater reliance on the use of IT and computer 
systems to undertake the normal day-to-day job. 
 
County Council services have been required to become more transparent and 
customer focused.  The agenda is now more about what suits the citizen and 
service user, rather than what is best for the organisational requirements of the 
council. 
 
F&M working is an important plank in dealing with those issues listed above. 
 
The Definition of Flexible and Mobile Working 
 
“Work is an activity not a place” 
 
The traditional view of a council worker is someone who goes to his or her office 
and sits at his or her desk every day of the working week.  F&M working provides 
the member of staff with the opportunity to work at different offices, at different 
desks, and at different times.  It also provides them with the opportunity to work at 
home and “in the field” (or anywhere in the world). 
 
FAME Working Style 
WCC Network Workers who are required or benefit from the ability to 

work from any office that is connected to the corporate 
network, or who do not have a designated desk. 
 
i.e. At any desk in any office with a connection to the 
WCC network, including users based in non-WCC 
buildings that have a direct connection to the WCC 
network. 
 

At Home Workers who need to work occasionally, frequently, or 
permanently from their home base. 

In The Field Workers who are required to work away from any office 
or home location.  This would normally be associated 
with staff who have a role to play in direct contact with 
the public, or who have work to do in a public 
environment. 

Non-WCC network Workers who have a requirement to be located within a 
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partner or other organisation that does not have direct 
connection to the corporate network. 

 
See the document ‘Flexible Computing Guidance’ for the solutions available for 

each of these working styles  
http://128.1.222.5:8081/sid/cs-ibs-advice-flexible- comp-guidance-v2.pdf  

(NB: document is currently being updated, May 2007) 
 
The HR Support Issues 
 
There is frequently a mixed response to the prospect of any F&M working from 
staff.  Some positively embrace it and in fact look forward to it.  At the other end 
of the spectrum some staff feel very threatened by the prospect.  In between 
these two positions there is a whole range of varying responses.  It is very 
common for staff to be quite negative at the prospect, but extremely pleased it 
happened once they have grown used to it. 
 
Anecdotal evidence also suggests that managers can be very wary of F&M 
working and are not always supportive of requests from their staff. 
 
Irrespective of the ‘emotional’ response to F&M working, there are a number of 
practical issues around this way of working from the HR perspective, which 
include: 
 

·  The need to communicate face to face 
·  Storage of personal and professional belongings 
·  IT Training 
·  Technology facilities 
·  Management and reporting processes 
·  Reimbursement for ‘reasonable’ expenses 
·  Meeting space 
·  Health and safety issues 

 
 
ICT Resource and Training Requirements 
 
Much of the necessary technology for F&M working is already available and in 
place.  It should always be remembered that the experience of working in a F&M 
environment will be different to that of working in a fixed office environment.  
Therefore consideration should be given to the support and training requirements 
of individuals and there is a range of facilities available: 
 

·  Wide variety of training sessions including scheduled, team and topic 
specific 

·  Manuals and self help guides 
·  Helpdesk service 
·  One to one help 
·  Frequent tips and advice service 

 
Communication and Information Strategy 
 
In an environment where staff spend significant amounts of time away from their 
main base, there will be a need to provide robust information and communication 
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channels.  In the early stages there is a need to provide clear information about 
what is possible and what can be achieved. 
 
When staff are actively involved in a F&M working environment there will be a 
need to provide regular help and advice, as well as an opportunity to allow staff to 
discuss issues with others in a similar situation. 
 
Security and Privacy 
 
The migration of workers and their data outside the ‘protective’ environment of 
the council office will present real security and privacy issues.  There will be a 
need to ensure that inappropriate individuals cannot access data and information.  
This requires a combination of technical, process, and training solutions. 
 
We will also need to revisit our approach to security to ensure that the balance 
between usability and security is appropriate. 
 
Key F&M Projects 
 

·  Wireless access for councillors (and using non WCC equipment) 
·  Increase wireless facilities generally 
·  Provide access to network data outside the corporate data network 
·  Evaluate the feasibility of security on portable devices 

 
List of Current IBS Solutions 
 
Each of the technologies listed below makes an individual contribution to flexible 
and/or mobile working.  Where staff have access to more than one of these 
items, there is likely to be a greater contribution to flexible and/or mobile working.  
 
For full information about each of these items please refer to the SEC (Service 
Equipment Catalogue):  
http://128.1.222.5:8081/sid/cs-ibs-print-peripherals-list-customers.pdf 
 
Equipment 

·  Laptops and Tablets  

o computers that can be easily carried and used anywhere, any time. 

·  Desktop PC  

o set up to work for multiple users 

·  Ergo stand  

o device for laptop to be plugged into for network and peripheral 
connections. 

·  PDAs, such as IPAQs 

o device providing an off-line copy of your email which must be 
synchronised with a networked computer 

·  XDAs  
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o  device providing real time access to your email as well as mobile 
phone functionality 

·  Mobile phones  

·  Desktop phones  

o allow you to retain your own extension number when you log in  

Services 

·  VPN  

o to give secure access to data stored on the network and some 
applications  

·  Broadband access  

o to web services such as Outlook Web Access,  the Extranet and 
other web enabled applications 

·  SafeCom printing 

o  secure printing to your choice of SafeCom printer 

 
 
 
 
Author – Sue Manning 
Date Reviewed – 15/05/07 
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APPENDIX 6 

Standard for Sharing Personal Data – Overarching Pr inciples 

 
Organisations need to share and use information, including personal data, to 
deliver effective services to the people of Worcestershire. 
 
There is an existing legal framework which sets out the boundaries for sharing 
personal information and which protects the privacy of individuals. 
 
The Worcestershire Standard for Sharing Personal Data is a commitment by 
partner agencies to use a common approach to sharing personal data, based on 
the Data Protection Act 1998. 
 
Key Principles 
 
1. Partners will work together to develop effective information sharing 

relationships and use a common approach to developing protocols as 
described in the Standard Toolkit. 

2. Partners will comply with information law at all times – there must be a legal 
basis for sharing information, and a legitimate purpose for doing so. 

3. Partners who hold personal information have a duty of confidentiality, and will 
not disclose this information without the consent of the person concerned 
unless there is an overriding justification for sharing, such as a legal 
obligation. 

4. Where consent is sought it will be informed, explicit, recorded and time 
limited. 

5. Partners will ensure that information is properly and securely managed, and 
kept for no longer than necessary. 

6. Partners will guide staff on the law and on the circumstances in which 
personal information should be shared. 

7. Partners will communicate with service users about how their information is 
used, and establish processes to deal with requests and complaints from 
service users about the information that is held on them. 

8. Each Partner will nominate a Data Sharing Standard Lead Officer. 
 
The Data Sharing Standard Lead Officers are responsible for the application of 
this Standard within their agency. Their role is to facilitate the development of 
protocols in which their organisation is involved and to recommend protocols for 
approval as appropriate within their organisation. For specific protocols, a 
separate operational lead for each agency may be 
required. 
 
The Worcestershire Partnership publishes documentation about the Standard, a 
register of protocols, & details of the Standard Partners:  
 
www.worcestershirepartnership.org.uk/datasharing. 
 
This Standard is based on the Data Protection Act (1998), and is consistent with 
national guidance and best practice on information sharing, including the Code of 
Practice for the Management of Police Information (2005), the national Protocol 
on Data Sharing and Rationalisation in the Schools Sector (2004), and Cross 
Government Guidance ‘Sharing Information on Children and Young People’ 
(2005). 
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The Standard consists of: 
 

·  Key principles 
·  Protocol Toolkit 
·  Web-based protocol register 
·  Templates and reference documents 
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APPENDIX 7 

 

Corporate Strategy for Wireless Connectivity v1.0 J uly 2006 – JK/PW  

 
Background to WCC current use of Wireless LANs 
 
This section discusses the use of wireless Local Area Network (LAN) equipment 
used to distribute LAN connectivity within Corporate premises, and more recently 
customers’ homes where IBS has provided this service.  
 
The use of external point to point or point to multipoint wireless equipment for 
links between close proximity buildings is not discussed within this document but 
examples do exist in some parts of the Council’s network infrastructure. 
 
Wireless LAN equipment is designed to connect users, as the name suggests 
without the use of fixed wiring, to an Infrastructure network. The most common 
solutions provide a connection speed of 11Mb/s. It is important to note that this 
bandwidth is shared between all users connecting over that wireless provision, 
and that this is substantially less than the normal 100Mb/s per user provided via a 
fixed wired solution. A wireless solution will therefore never perform well if 
compared to a traditional fixed wiring installation.  
 
802.11b and 802.11g 
 
These refer to the approved standards for the manufacture, design and use of 
wireless network transmission and reception equipment often referred to as WiFi.  

·  802.11b is the most well known and refers to the 11Mb/s wireless 
provision, this standard is fully ratified, all wireless equipment deployed 
within County Hall conforms to this standard.  

 
·  802.11g refers to a newer 54Mb/s standard. This system has backward 

compatibility and can co-exist with the 802.11b standard because it 
operates in the same ISM frequency band. County Hall equipment also 
conforms to this standard. 

Wireless pilot at County Hall and the current tacti cal position 
 
The wireless connection facilities available at County Hall were established as 
part of a pilot scheme several years ago when the technology was first made 
available, to evaluate the usefulness or not within our working environment. This 
lead to an enhanced tactical position based on immediate needs in areas such as 
Main Reception, Restaurant, Council Chamber and some parts of IBS. The pilot 
scheme has certainly enabled IBS to define a best practice approach when 
setting up wireless Access Points, for example information collated from the pilot 
resulted in findings relating to:  

·  Location for wireless access points and coverage area achieved (signals 
are severely affected by building design, materials used, and proximity to 
other wireless LANs or other sources of radio interference). 

·  Security Implications and measures to be taken to secure the data 
transmissions and allow only authorised users to connect. 

·  Numbers of concurrent users and system performance. 
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County Hall Strategic Deployment As Part Of The Ref urbishment 
Programme 
 
The experimental period described above provided wireless coverage whereby 
with the appropriate hardware and security configuration a user would be able to 
connect to the County Hall network (from within ~30m of the key Access Points) 
wirelessly enabling connectivity to general purpose services e.g. 

·  E-mail 
·  Intranet (SID) 
·  Internet 

However as part of the ongoing refurbishment work throughout the campus, IBS 
is deploying WiFi infrastructure by default. In general a pair of Access Points 
deals with one level of three adjoining pavilions based on the geometric shape of 
the building. For example Phase I refurbishment of H1/I1/J1 needs two units. 
Phase II for E2/F2/G2 needs another two, and so on. Very careful planning has 
been undertaken to ensure radio signals do not clash and interfere between each 
Access Point. Beyond the building itself we are also including unobstructed WiFi 
coverage into the surrounding grounds, benefiting staged events (e.g. Skills On 
Show) and User flexibility.  
 
Continued caution is needed by customers when considering WiFi connections 
because a single Access Point covering an entire pavilion will still only be able to 
provide 54Mb/s shared between all comers in that area. The list of services 
available to users is unlimited but performance must be considered if applications 
are to be accessed routinely over wireless, beyond the basic list above. Of course 
as speeds increase with improved technology IBS will refresh its WiFi solutions to 
provide the most robust and effective system possible. 

Approach to Security and Flexibility 
 
Being allowed to see and connect to the wireless infrastructure: 
 
It is important to understand that a wireless system ‘out of the box’ is not secure 
and highly accessible by rogue users. A number of security measures can be 
employed, the most basic being to prevent the wireless access point from 
broadcasting its identity, and requiring the hardware address of any 
PC/Laptop/PDA to be pre-configured into the Access Points. Without this 
configured the client cannot communicate with the wireless network. This is 
workable on a small-scale tactical deployment but is cumbersome and is being 
superseded as the strategy moves on (see later). 
 
Making information on a connected wireless link invisible to casual observers: 
  
In addition to the client device access security above, encryption is used to make 
sure that the data transmitted cannot be captured and decoded using wireless 
sniffing and other such tools. Always remember your signal (WCC’s data) can be 
seen for some distance i.e. the car park, or the organisation next door. We will 
continue to use WEP/WPA architectures to secure the air-side signals and 
maintain the confidentiality of corporate data. We will also align our solutions for 
use at home or other office locations, to avoid wherever possible multiple client 
configurations or profiles. This means that without complication, a device will 
connect to the WCC infrastructure from any authorised workplace. 
 
Authorising the person to log in to their systems and services: 
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Rather than pre-configuring client devices into Access Points as now, we intend 
to use our central firewalls and access & authentication systems to validate the 
person. This involves two key technologies in the case of the County Hall campus 
– VLAN and VPN. These two technical solutions ensure absolutely that a wireless 
connection can be safely initiated in an isolated area of the infrastructure, and 
once a customer is successful in logging on, the information flow is secure. There 
is no limit to the systems and services available (subject to file systems moving to 
an IP-only environment – expected April 2007). 
 
Critically, VPN will vastly increase the reach of central services in that users at 
home, connecting via the Internet, will also be able to join the core WCC network. 
In this way the huge insecurities of both WiFi and the Internet are addressed 
providing the ultimate flexible working environments. VPN has already been used 
to test telephony via the Internet and although at an early stage, the concept of 
flexible access to internal extensions and integrated telephony will be evaluated. 
 
In pursuit of this uniform strategy, the IBS WiFi deployment team and the IBS 
Broadband rollout group have merged. This brings together wireless and security 
within corporate premises, wireless installation in outstations and Users’ homes, 
with ADSL Broadband solutions via the Internet. 
JK 
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APPENDIX 8 
 
An ITIL based approach to IT service and supplier m anagement 
 

 
 

 
 
 
 
 
 
 
 
 
 
 
 

IBS Applications Development 
 
 
 
 
 
 

An ITIL based approach to  
 
 
 
 
 
 

IT Service and Supplier Management  
 
 
 
 
 
 
 
 
 
 

Introduction 
 
Worcestershire County Council at present employs a number of different 
methods to manage suppliers of third party key IT systems. The extent of the 
effectiveness of these various arrangements and scenarios can impact negatively 
on the Authority’s ability to leverage the optimum performance from these 
systems to assist on the efficient delivery of Citizen facing services. 
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Information and Business Systems (part of Corporate Services) is the central ICT 
function of Worcestershire County Council and formed in response to a policy of 
centralising IT service delivery in order to gain maximum synergy and economy of 
scale by combining IT operations and disciplines in one logical location. 
 
In recent years Directorates have, through necessity, purchased systems directly 
from software vendors with limited remit to IBS leading to a number of detrimental 
issues and some of these are highlighted on the impact matrix. 
 
IBS has embarked on an ambitious initiative to align itself to ITIL (IT Infrastructure 
Library) that is in effect the World de-facto standard for IT service management.     
       
The adoption of this methodology will have a number of advantages for 
Worcestershire County Council by ensuring closer working between the central 
ICT function and the directorates to ensure that all IT investment made within the 
Authority is fully exploited in order to bring about the maximum business benefit.  
 
 
Approach to ITIL alignment  
 
As the model below illustrates the effect of employing ITIL service management 
is in effect to bring about much closer alignment between the business and the IT 
function. By working closer together IT can better understand the requirement of 
the business and therefore configure the IT infrastructure to be better able to 
deliver the service.    
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The ITIL service management model 
 
The model below indicates that the customer’s only concern is to receive the 
highest quality service availability.  The ICT delivery service is required to match 
that demand.  In order to provide that level of service the ICT delivery service 
needs to be able to control the three key elements of ICT service delivery: 
hardware; software; data network. 
 

 
 
Customer  Services  Infrastructure   Support 

 
 
Key: 
H/W = Hardware (platform, operating system) 
S/W = Software (application) 
N/W = Network (infrastructure) 
 
Definitions 
 
Service Catalogue  – A description of all of the services provided, detailing key 
features of each service. 
Service Level Agreement – Is a written agreement between the Customer and 
the IT Service Provider defining key targets and responsibilities on BOTH sides. 
Operating Level Agreement  – Is a written agreement between the IT Service 
provider and other internal departments that supply parts of the service to the IT 
Service provider. 
Underpinning Contract  – This is a written agreement (often a contract) between 
the IT Service provider and a 3rd party supplier providing a component of the 
service to the IT Service provider. 
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As the above service design illustrates; each service component is under the 
control of the IT function that can as a result warranty the overall service level 
through being able to set and agree targets for each individual service element. 
Note that element will need higher targets in order to achieve an aggregate figure. 
 
Current model in certain Directorates 
 

 
 

 
 
The issue faced by the Authority is that in many cases directorates purchased 
packages from 3rd party software providers with limited reference to IBS, this has 
and continues to cause a number of issues; among these being:- 

·  Insufficient application sizing leading to performance and other issues 
through inadequate capacity planning 

·  System outages and unacceptable levels of downtime due to the lack of 
availability planning 

·  Contention with other critical WCC applications 
·  A lack of integration with existing WCC key business applications 
·  A complex systems architecture across WCC that is not joined up making 

it difficult to a move to an enterprise resource planning model (see below) 
·  As a result of the above a complicated SAP system landscape (see below)   
·  Systems fail to meet the Authority’s design standards (i.e. web 

accessibility, SOCITM ratings) 
·  Applications written using code and database designs that are not 

supportable over a long period of time resulting in system re-writes or 
early replacement 

·  The system fails to realise the intended business benefits 
·  No effective contract management of the supplier by the directorate 
·  No targets agreed with the supplier with which to underpin the SLA 
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·  ICT function has no influence over supplier in order to help with incident 
resolution and long term problem management  

·  Inadequate change and release management on the part of the supplier    
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Worcestershire County Council – key existing busine ss applications landscape 
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Worcestershire County Council – SAP future system l andscape 
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Change Impact Analysis 
Ease of change 

 High Low 
High  

o Implement an optimum ITIL 
alignment programme based on 
WCC business need  

o Directorates to engage with 
applications development for all 
future solution design 

o Promote the benefits of the newly 
agreed application development 
languages  

o Commence to agree & publish new 
SLAs based on the suggested ITIL 
model 

o Build an applications based CMDB in 
order to fully assess corporate 
systems (note Serco have to provide 
one for SAP) 

 
o Engage with software supplier to agree service 

targets 
o Publish IBS development service catalogue and 

distribute 
o Publish the common application development 

standards 
o Standards for repeatable rapid applications 

development 
o Touch Paper for incident management and service 

requests 
o Release Manager for IBS is from Applications 

Development and will be a member of the CAB 
(change advisory board)  

o Write and publish a case study of how in-house 
applications have been enhanced to make then 
functionally richer and meet high user satisfaction (i.e. 
CUPID, & Workforce) 

o Details of new in-house systems that have saved 
£100k plus   

 
 
 
 
 
 
 
 
Impact  
 

Low  
Although there are activities that could be 
detailed I this section there is no point as 
little benefit would be derived for the 
effort needed 
 
 

 
o Attend user team meetings to foster existing 

relationships 
o Standard documentation to be adopted and 

implemented for all new application builds and current 
system enhancements 

o Ask users to put verbal accolades in writing for good 
work 



Conclusion 
 
Worcestershire County Council has developed both in-house and packaged 
application systems to varying degrees of success and whilst many of these 
are able to perform the basic functionality for which they were designed there 
does appear to be a lack of overall integration. 
 
The Authority has managed its business information flow through a number of 
processes being through automated systems interfaces, regular or ad-hoc file 
transfers or through manual duplication of information (double keying). 
 
The future system landscape that it has been necessary to design and build in 
order to make the new HR payroll systems (SAP/AXIS) operate effectively is a 
classic example of this dilemma. There are some 26 interfaces as part of the 
total configuration and whilst certain of these will be switched-off as legacy HR 
systems (Workforce/Foxpro) are replaced this will still result in a complex 
architecture that will always require an unnecessary level of maintenance. 
 
Another example of an urgent integration requirement is the need to utilise 
both the Frameworki and the Education Management System (EMS) to be 
able to deliver Children’s social care and be able to meet requirements for the 
child index effectively. This is necessary because data from both systems will 
need to be extracted and combined in order to meet the business needs. 
 
The E-shop integrations that have taken place to date have cost the County 
Council circa £60,000 for each and it is envisaged in due course (subject to a 
skills transfer and appropriate training) that IBS development can take this 
work on at a greatly reduced cost to the Authority.       
 
In summary the primary reason for this ineffective integration to date would 
appear to be the lack of a strategic approach being taken to the development 
of new systems. Directorates have been able to procure and implement new 
applications with an implicit corporate implication without recourse to the 
Authority’s overall need in terms the mutual dependencies of other systems.             
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Appendix 9 
 

The CIO Board 
Terms of Reference 
Issued: September 2008 
 
 
1 Membership 
 
Name Title 
Patrick Birch (Chair) Director of Corporate Services 

Alan Woolliscroft Head of IBS – Corporate Services 

Heather Jasper Head of Operational Financial 
Management 

Steve Birch Head of Trading Standards 

Sue Alexander Head of Finance and Business 
Support Service 

Richard Keble Head of Commissioning and Quality 

Diane Tilley Director of PEP 

Kenny Brown Head of HR & OD 

Gordon Smith Chief Auditor 

Linda Cooper A&CS 

 
1.2 Quorum 
A quorum is constituted when more than half of the membership of the Board is in 
attendance. 
 
1.3 Use of Proxies 
Members are to attend the Board personally. Proxies may attend meetings when 
members are on leave and another person is acting in their position. Board 
members may nominate observers for meetings when they are unavailable due to 
other commitments. 
 
1.4 Guests 
Any interested representative may be invited to attend Board meetings as 
observers. 
 
2 Role 
The role of the CIO Group is to: 
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·  provide advice on and endorse strategic directions for strategic information 
and ICT actions in the Corporate Plan and ICT/IM strategy. This would 
include: 

o WCC ICT infrastructure (for example, consolidating networks, data 
centres, other “utility” services); 

o WCC business enablers (for example, GCsX, FAME, Hub); 
o other common corporate requirements (for example, information 

security); and 
o strategic information management (for example, MIM policy for 

electronic records management); 
o advising COMB of significant implications from these strategic 

directions (for example, impact on specific services); 
·  oversee progress of the multiple strategic assessments and business cases 

identified in the Directorate Service Performance Plans and make 
recommendations to COMB; 

·  ensure an appropriate quality assurance process occurs including 
consultation and engagement on issues overseen or decided by the Board or 
the CIO Group (for example in the development of new directions and actions 
to support the Directions Statement or recommending of new directions and 
actions to COMB for endorsement); 

·  oversee the development of a WCC project assessment process to assess 
projects that have a significant ICT component at critical stages in their 
lifecycle; and 

·  approve business cases and associated project plans for any works that have 
or may have the potential to impact on existing or planned WCC 
arrangements, i.e. Microsoft, SAP, OneShop, etc. 

 
3 Reporting Relationships 

·  The CIO Group is accountable to COMB. 
 

·  The CIO Group will provide a quarterly high level exceptions report on its 
activities to COMB. 
 

·  The following bodies may provide reports to the CIO Group: 
i. CISM 
ii. IBSMT 
iii. DMTs 
iv. Third party suppliers 

 
4 Decisions Rights  
The CIO Group will make decisions on: 

·  the appropriateness of the quality assurance (including consultation 
and engagement) on issues it is asked to resolve or that it is seeking 
the CEO Committee to endorse; 

·  WCC ICT definitions and the process to collect strategic information 
and ICT baseline data; 

·  strategic directions for actions in the Directions Statement;  and  
·  when to refer issues to the COMB. 

 
 
5 Induction Processes 
New members are to attend an information session which will outline the role, 
structure, matters to be considered by the Board and its relationship with COMB. 
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This session is to be conducted by the Secretariat to the Board and/or one of the 
existing Board members. 
 
The following information is to be provided to new members prior to their first Board 
meeting: 

·  Copy of the Terms of Reference; 
·  Full list of the members of the Board and their contact details; 
·  Copies of the minutes from the last three months (or other relevant 

timeframe) of meetings; 
·  Copies of significant policy or other documents that relate to the issues 

discussed by the Board as required from time to time. 
 
6 Procedures 
 
6.1 Meeting Frequency 
The Board will meet on quarterly basis 
 
6.2 Submissions and Reports 
A submission to the Board may be made by any member of the CIO Group or 
associated body as detailed in Reporting Relationships above.  Submissions may be 
made for: 

·  Endorsement by the CIO Group for referral to COMB; or 
·  Noting. 

 
Submissions and regular project progress reports are to be with the Secretariat by 
5.00pm no later than three working days before the meeting. 
 
Submissions are to be emailed to the PA to the Director of Corporate Services 
 
6.3 Agenda 
An agenda will be prepared by the Chair of the Board, and with the supporting 
papers will be distributed to Board members for each meeting at least three working 
days prior to each meeting. The agenda format is detailed in Appendix 3. 
 
6.4 Minutes 
The Secretariat is responsible for the preparation of Board minutes, which are to be 
approved by the Board at the following meeting. Draft Board minutes will be posted 
on SID and distributed by electronic mail approximately five days after the scheduled 
Board meeting. 
 
Board Minutes will be posted on SID. 
 
6.5 Responsibility for Actions and Communication 
 
Board members are responsible for ensuring that: 

·  Board decisions are acted upon by relevant officers; and 
·  Relevant information is communicated to COMB. 

 
The Chairman of the Group: 

·  Advising relevant members and bodies of the outcomes of submissions they 
have presented; 
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·  Notifying relevant stakeholders of Board decisions which require their 
attention/action after approval by the Chair of the Board (unless it is decided 
by the Board that a matter is to be communicated directly by a Board 
member). 

 
 
6.6 Maintenance of Records 
The Secretariat will maintain a record of all Minutes, Decisions and Action items.  
Agenda papers will be filed in the records management system located on SID 
 
6.7 Annual Review 
An annual review of the performance of the Strategic CIO Group, for the previous 12 
months, will be undertaken at the commencement of each year by COMB. The 
review will also consider any changes to membership or procedures that may need 
to occur in the subsequent 12 months. 
 
7 Terms of Reference Approval 
Approved by Strategic Information & ICT Board: 
 
Chair 
 
 
Date:    /     / 
 
 


